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1. Introduction  

Computing in the 21st Century is seen as an essential resource to support learning 

and teaching, as well as playing an important role in the every day lives of children, 

young people and adults. Consequently, schools need to build in the use of these 

technologies in order to arm our children with the skills to access life-long learning 

and employment. Pupils are growing up in a world where they are in living their lives 

seamlessly online and offline.  

Information and Communications Technology (Computing) covers a wide range of 

resources including; web-based and mobile learning. It is also important to 

recognise the constant and fast paced evolution of computing within our society as 

a whole. Our whole school approach at Sandylands Community Primary School, we 

are preparing children to make the best use of the internet and technology in a 

safe, considered and respectful way. Currently the internet technologies children 

and young people are using both inside and outside of the classroom include:  

 Websites  

 Apps 

 Learning Platforms and Virtual Learning Environments  

 Email and Instant Messaging  

 Chat Rooms and Social Networking 

 Streaming  

 Media including social, news and advertising 

 Blogs  

 Podcasting  

 Video Broadcasting  

 Music Downloading  

 Gaming  

 Mobile/Smart phones with text, video and/or web functionality  

 Other mobile devices with web functionality e.g. smart watches 

Whilst exciting and beneficial both in and out of the context of education, much 

computing, particularly web-based resources, are not consistently policed. All users 

need to be aware of the range of risks associated with the use of these internet 

technologies.  

At Sandylands Community Primary School, we understand the responsibility to 

educate our pupils in online safety issues; teaching them the appropriate behaviours 

and critical thinking to enable them to remain both safe and legal when using the 

internet and related technologies, in and beyond the context of the classroom.  



Supporting Policies 

 Behaviour Policy 
 PSHE Policy including Relationships and Sex Education 
 Computing Policy 
 Citizenship Policy 
 GDPR  
 Keeping Children Safe in Education (DfE, September 2019) 
 Teaching Online Safety in School (DfE, June 2019) 

Our online safety policy has been written by the school, in conjunction with advice 

from Lancashire LA and government guidance. It has been agreed by the Senior 

Leadership Team (SLT), staff and approved by the Governing Body. The online 

safety policy and its implementation will be reviewed regularly.  

Intent (alongside the teaching of Computing – see Computing policy) 

1. Enhance their natural curiosity by giving them access to a wide variety of 

information in different contexts through a progressive sequence of work.  

2. Solve problems in today’s digital world and discuss their learning and thought 

process to talk about their learning fluently with correct technical 

vocabulary.  

3. Become confident, familiar and proficient in using a variety of computing 

equipment both in school and the outside world. 

4. To connect with others safely, positively and respectfully through different 

hardware, software and media.  

5. To understand the effects of their own online actions on others and knowing 

how to display and recognise respectful behaviour online.  

6. To navigate the online world safely and confidently regardless of device, app 

or platform.  

Key Questions underpinning teaching of online safety: 

 How do you recognise techniques used for persuasion?  

 How can you effectively evaluate what you see online?  

 What is acceptable and respectful online behaviour? 

 How do you identify online risks? 

 How and when do you seek support? 

 



Online safety skills development for staff at Sandylands  

 Staff receive regular information and training on online safety issues 

through the computing subject leader.  

 New staff receive information through the school’s Acceptable Use 

Agreement and sharing policies as part of their induction.  

 LA training is in place for regular updates for the computing co-ordinator.  

Internet at Sandylands 

 Sandylands school follow a comprehensive online safety curriculum through 

the Knowsley scheme of work that makes children aware of the information 

and risks of the internet including the following:  

o content including digital footprint, cookies, inciting, tagging and 

tracing, illegal content 

o age restrictions 

o disinformation and misinformation  

o fraud 

o scams and phishing 

o viruses and scams 

o personal data including rights, farming, hacking and harvesting  

o persuasive designs including advertising, incentives and targeted 

content 

o privacy settings 

o social networking 

o cyberbullying, abuse and peer pressure 

o online grooming 

o sexting and online reputation  

o unsafe communication 

 As well as formal teaching, educating pupils on the dangers of technologies 

that may be encountered outside of school is also done informally when 

opportunities arise.  

 Pupils are aware of the impact of online bullying and what to do in response 

to being bullied online through teaching, displays, Safer Internet Day and 

PSHE links (block, keep the evidence, report).  

 Pupils are also aware of when and where to seek advice or help if they 

experience problems when using the internet and related technologies; i.e. 

parent/carer, teacher/trusted member of staff, or an organisation such as 

Childline/CEOP.  

 There are links within the school council to promote online safety and 

attend meetings to discuss ongoing issues. 

 Displays and information about internet safety rules are displayed around 



school. 

 Pupils will be educated in the effective use of the internet in research, 

including the skills of knowledge location, retrieval and evaluation.  

 School internet access will be designed expressly for pupil use and will 

include filtering systems (Smoothwall) appropriate to the age of pupils that 

are regularly monitored. 

 Parents are informed of any on-going issues through the provision of 

newsletters, school website, parent text and assemblies. Where issues 

relate to individual children, parents are informed that day.   

 The school will ensure that the use of internet derived materials by staff 

and pupils complies with copyright law.  

 Pupils should be taught to be critically aware of the materials they read and 

shown how to validate information before accepting its accuracy.  

Managing Internet Access at Sandylands  

The internet is an open communication medium, available to all, at all times. Anyone 

can view information, send messages, discuss ideas and publish material, which 

makes it both an invaluable resource for education, business and social interaction, 

as well as a potential risk to young and vulnerable people.  

 All childern will not be able to access the internet without signing in first. 

This allows each child to be monitored by the school technician, Mr 

Dabrowski, who will be alerted should a concern arise. 

 Virus protection will be updated regularly.  

 Security strategies will be discussed regularly between senior management 

with the computing subject leader and fed back to staff where needed.  

Communication at Sandylands 

 Pupils will be taught how to email and message safely as part of computing 

lessons.  

 Pupils may only use approved e-mail accounts on the school system. 

 Pupils must immediately tell a teacher if they receive offensive or unknown 

e-mail. 

 Pupils will be taught what information is safe to share and must not reveal 

personal details of themselves or others in e-mail communication, or arrange 

to meet anyone. 

 E-mail sent to an external organisation should be written carefully, in the 

same way as a letter written on school headed paper. 





Published content at Sandylands  

The contact details on the website should be the school address, e-mail and 

telephone number. Staff or pupils’ personal information will not be published. The 

headteacher will take overall editorial responsibility and ensure that content is 

accurate and appropriate.  

Publishing pupil’s images and work at Sandylands 

 Written permission from parents or carers will be obtained before 

photographs of pupils are published on the school website or external media 

e.g. social media, local press etc.  

 Permissions will be updated as required by legislation.  

 Parents/carers may withdraw permission, in writing, at any time.  

 Photographs that include pupils will be selected carefully and full names will 

not be used in association with photographs.  

 Individual pupil’s work can only be published by outside agencies with the 

permission of the pupil and parents.  

Photographs taken by parents/carers for personal use  

In the event of parents/carers wanting to take photographs for their own personal 

use, e.g. school performances and assemblies etc. the school will demonstrate our 

protective ethos by announcing that photographs may only be taken of children 

whose parents are present at the time and they are for private retention and not 

for publication in any manner, including use on personal websites or social media 

Social networking and personal publishing  

 The school will block / filter access to social networking sites. 

 Pupils and parents will be advised that the use of social network spaces 

outside school without supervision is inappropriate for primary aged pupils. 

However, we accept that some pupils will still use them; they will be taught 

about their internet footprint and how to access these safely. They will 

advised never to give out personal details of any kind, which may identify 

them or their location. 

 Pupils are advised through assemblies, computing sessions, PSHE lessons and 

ongoing class discussion to set and maintain profiles on such sites to 

maximum privacy and deny access to unknown individuals.

 Parents are reminded about online safety through the school website, 

newsletters and at information evenings. 



 Our pupils are asked to report any incidents of bullying to the school. 

 Staff are NOT permitted to add children as ‘friends’ if they use these sites. 

Managing filtering  

 The school will work with the LA, DfE and the Smoothwall Support Team, 

and computing cluster meetings to ensure systems to protect pupils are 

reviewed and improved. 

 If pupils or staff discover an unsuitable site, it must be reported to the 

Class Teacher, computing subject leader (Miss Wildon) school technician (Mr 

Dabrowski) or Headteacher (Ms Hickson) or a Designated Safeguarding Lead 

(DSL). 

 The school technician, Mr.Dabrowski, will ensure that the filtering methods 

selected are appropriate, effective and reasonable. Any issues will be 

reported to the DSL (Mrs Dixon) or Headteacher (Ms Hickson).

Managing emerging technologies  

 Emerging technologies will be examined for educational benefit and a risk 

assessment will be carried out before use in school is allowed. 

 Children will only be able to access their class folder on computers.  

 Any phones brought to school by pupils must be kept in the school office. 

SMART WATCHES

 Staff will use a school phone where contact with pupils/parents is required. 

 Staff should not use personal mobile phones or other communication devices 

during the school day except during breaks in the staff room. 

Protecting personal data  

We will ensure that all personal information supplied is held securely, as defined by 

the GDPR. Parents and children have the right to view the personal information that 

the school holds about them/their child and to have any inaccuracies corrected. 

(except information where this contradicts safeguarding children legislation)   

Authorising Internet access  

 Pupil instruction in responsible and safe use should precede any internet 

access and all pupils must sign up to the Acceptable Use Agreement for 

pupils and abide by the school’s online safety rules. These online safety rules 

will also be displayed clearly in all networked rooms. 

 Children must only access the internet when instructed by an adult. 



 All parents will be asked to sign the Acceptable Use Agreement for pupils. 

 All staff must read and agree in writing to adhere to the Acceptable Use 

Agreement for staff before using any school computing resource. 

Handling online safety complaints  

 Complaints of internet misuse will be dealt with by a senior member of staff. 

 Any complaint about staff misuse must be referred to the headteacher. 

 Complaints of a child protection nature must be dealt with in accordance 

with school child protection procedures and reported to the DSL 

(headteacher). 

Supporting Vulnerable Pupils 

There are some pupils (looked after, CP, CIN, SEND) who are more susceptible to 

online harm or who have less support from home in staying safe online.  

Support included in the offer for these pupils is: 

 Additional support offered at Parents’ Evening to discuss online safety 

 Advice through PEP, Core Group or Multi-Agency Meetings to support 

parents or carers with keeping children safe online 

 Support to parents and carers with the appropriate questions and 

conversations to have with children 

 Additional support on the website to guide parents to external advice e.g. 

Digital Parenting Magazine, Parent Zone, NSPCC etc. 

 Guidance with what is acceptable behaviour and supporting children with 

being independent in regulating their own usage of technology and knowing 

when and how to seek help, advice or support 

Monitoring and review 

This policy is implemented on a day-to-day basis by all school staff and is monitored 

by the computing subject leader. This policy is the governors’ responsibility and 

they will review its effectiveness regularly.  

Reviews will take place termly with  

Computing subject leader – Miss Wildon 

Designated Safeguarding Lead (Allison Hickson – headteacher), and governor with 

responsibility for computing (Paul Walker) and governor with responsibility for 



Child Protection (Rona Forsyth). Reviews will then be reported to the full governing 

body. 

Ongoing incidents will be reported to the full governing body.  

 



Sandylands Computing Consent Form:  

Parent / Guardian name: ______________________________________ 

Pupil name(s): _________________________ Class: ______________ 

 

 I know that my child has signed an online safety agreement form and 

that they have a copy of the ‘rules for responsible COMPUTING use’.  

 I accept that ultimately the school cannot be held responsible for the 

nature and content of materials accessed through the internet and 

mobile technologies, but I understand that the school will take every 

reasonable precaution to keep pupils safe and to prevent pupils from 

accessing inappropriate materials. These steps include an 

educationally filtered service, restricted access email, employing 

appropriate teaching practice and teaching online safety skills to 

pupils.  

 I understand that the school can check my child’s computer files, and 

the internet sites they visit. 

 I will support the school by promoting safe use of the internet and 

digital technology at home and will inform the school if I have any 

concerns over my child’s online safety.  

 

Parent / Guardian signature: ______________________________  

Date: ___/___/___  

 

 

 

 



Sandylands use of digital images - photography and video. 

To comply with the GDPR, we need your permission before we can 

photograph or make recordings of your child. We follow these rules for any 

external use of digital images: 

 Where showcasing examples of pupils’ work with photographs, we only 

use their first names, rather than their full names.  

 If showcasing digital video work to an external audience, full names 

won’t be given in credits at the end of the film. 

 Staff are not allowed to take photographs or videos on their personal 

equipment.  

Use of digital images - photography and video: I agree to the school using 

photographs of my child for 

Please tick all you agree to:  

 Photographs to be used in displays in classrooms and around school   

 Photographs on school website 

 Photographs in school materials e.g. prospectus 

 Photographs in local press (including on their website) 

Parent / Guardian signature: _______________________  

Date: ___/___/___  

 

 

 

 



KS1 Pupil Acceptable Use Agreement  

These rules will keep me safe and help me to be fair to others.  

1. I will only use the school’s ICT equipment for schoolwork. If I need to 

use the school’s computers for anything else, I will ask for permission 

from a member of staff.   

2. I will not share my passwords with other people and will tell my class 

teacher if I think someone else knows them.   

3.  I will not share details about myself such as name, phone number or 

home address on email or social media.   

4. I will make sure that all my contact with others using computing 

equipment is respectful, positive and polite.  

5. If I see something on a screen that upsets me or is inappropriate, I 

will always tell an adult.  

6. I know that my use of computing equipment can be checked and my 

parent or carer can be contact if school is concerned for my safety.  

7. I know that these rules are here to keep me safe.  

 

I have read and understood these rules and agree to them.  

Signed: _____________________________  

Date: _______________________________  

 

 

 

 

 

 



KS2 Pupil Acceptable Use Agreement  

These rules will keep me safe and help me to be fair to others.  

1. I will only use the school’s computers for schoolwork. If I need to use 

the school’s computers for anything else, I will ask for permission 

from a member of staff.   

2. I will only edit or delete my own files and not look at, or change, other 

people’s files without their permission.  

3. I will keep my logins and passwords secret.  

4. I am aware that some websites and social networks have age 

restrictions and I agree to abide with these age restrictions.  

5. I will not attempt to visit internet sites that I have not been 

instructed to.  

6. I will make sure that all my contact with others using computing 

equipment is respectful, positive and polite.  

7. I will not open an attachment, or download a file, unless I know and 

trust the person who has sent it.  

8. I will not give any personal information (home address, phone number, 

photographs & videos) that could be used to identify me on any 

website, social media or messaging.  

9. I will never arrange to meet someone I have only ever previously met 

through the Internet. 

10. If I see something on a screen that upsets me or is inappropriate, I 

will always tell an adult.  

11. I know that my use of computing equipment can be checked and my 

parent or carer can be contact if school is concerned for my safety.  

12. I know that these rules are here to keep me safe.  

 

 

I have read and understood these rules and agree to them.  

Signed: _____________________________  

Date: _______________________________ 



Sandylands Acceptable Technology Use Policy (AUP) 

 I will only use the Sandylands Primary School digital technology resources and 

systems for professional purposes or for uses deemed ‘reasonable’ by Sandylands 

Primary School.  

 I will not reveal my password(s) to anyone.  

 I will not engage in any online activity that may compromise my professional 

responsibilities.  

 I will only use the approved communication systems with young people, 

parents/carers, and I will only communicate with them on appropriate Sandylands 

Primary School business.  

 I will report any accidental access to, or receipt of inappropriate materials, or 

filtering breach to the E.Wildon (computing subject leader) or A.Hickson 

(Designated Safeguarding Lead).  

 I will not download any software or resources from the internet that can 

compromise my school computer, or are not adequately licensed.  

 I will not use personal digital cameras or camera phones for taking and transferring 

images of young people and will not store images at home. 

 I agree and accept that any computer, laptop, other devices loaned to me by the 

Sandylands Primary School, is provided solely to support my professional 

responsibilities and must be returned. 

 I understand that GDPR requires that any information seen by me with regard to 

young people’s information will be kept private and confidential, EXCEPT when it is 

deemed necessary that I am required by law to disclose such information to an 

appropriate authority.  

 I will embed the online safety messages for adults and young people into my area of 

work.  

 I understand that all internet usage may be monitored and logged and this 

information could be made available to a senior member of staff on request.  

 I understand that failure to comply with this agreement could lead to disciplinary 

action.  

 I will not use my personal electronic communication devises e.g. mobile phone, ipads, 

iwatches (or any other device with access to the internet or networks) during the 

school day except during breaks and always in the staff room.  

User Signature  
I understand that it is my responsibility to ensure that I remain up-to-date and read and 

understand the Sandylands Primary School’s most recent online safety policies.  

Signature ........................................................ Date .............................................   

Full Name ................................................................................................(printed)  


